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: MINISTRY OF ROAD mmqpom AND HIGHWAYS
o " RESOLUTION . - -
New Delm the 2ath'September 2011
 E No.. H-25011I4IZU11 P&P: -—'Th"'Government of lndla had constituted a -
Comml‘tee on 20th Apn! 2010 ur:q ]

d its report on 28:6-2010. In
nt has constltuted an Apex

(i) -
- (JII)

Speeiﬁcauons for RFIQ r_,rans Eeiver

'1 1 General o
| Sr. QParaMfter Part!curar _
1" .} Frequency UHF: 865 MHZ to 867 MHZ™*
2 |Communication | Ethemet/ Serial commumcatlon (EiA standard RS
- |232C/Rs485)
3 - [RFPower |1 W- transmltied&tlw EIRP (Equwalent
'maXImum '

4 Readmg dlstance

6 m above the "aa .aurface the coverage of the
, antenna shall not exceed a diameter of 3 6m.
5 Antenna Circularly Polarized

6 Prqtocbf EPC Gén 2, 1ISO 18000-6C and shali comply with
' the general conformance requirements of the
standard

S B T T e S PP
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Visual diagnostics

The Transcaiver shall have LED indicators / for |
sense; transmit Fault and Power which shall be

visible clearly to the operator on ground while thé
system is operational.

*‘is in the wireless license free band for RFID use in india. Typical existing product(s)
for ‘RFID- based-ETC’ operates in the 865 MHz — 868 MHz band.

1.2 Environmental
Sr. | Parameter Particular
1 [ Enclosure Light weight enclosure for the RFID Transceiver and
circularly polarized antenna '
2 Environmental IP 65 or better for outdoor units
3 | Relative Humidity 95% Condensing
4 Operating Temperature -20°C to 55°C
5 | Storage Temperature -40°C to 85°C
1.3 Operating Characteristics
Sr. | Parameter Particulars
1 | Air Interface & The Transceiver technology employed should have the
Adaptive Noise capability to optimize read rates for the vehicle identification
Features application and adapt to instantaneous noise and
interference level '
2 | Application 1. Should have read reliability exceeding 99.5% in the
- | capability distance range specified. ‘
! 2. Diagnostic and Reporting Tools
3. | Upgradeability The firmware should be upgradable to support future
| protocols.
4 | Transaction Reading of Tag & EPC memory for at least 2 Tags per
' Capability second ioi a moving vehicle witi a speed limit of 40
B kilometres/ hour.
5. | Driver Software The transceiver driver software shall be provided along with

the transceiver that will interface to the ETC client through
socket interface and handiz the c¢cmmunication with ETC
client. 1ne packet SIrucures snaii be as noied It ©1w
client-transceiver interface. The driver software shall
impiement filtering using a range of EPC-codes provided by
set of bit pattern masks.

specifications fov

The Tags shall be
BN

BFID Tag

P B T T U e\ Dy R Y ¢ T o T U DL S S N
zrgavtially ponddransferable BPRID arenopa e decionnd L
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be used in conjunction with compatible Transceivers ‘and are meant to ldenhfy the
vehicle for ETC application.

2.1 General
Sr. | Parameter Particular - ]
i ruwe |ags are Passive
2 Frequency UHF 860 MHZ to 960 MHZ as per EPC Gen 2 standards
3 |{DataTransfer Rate | Atleast 512 kbps under ideal conditions & 64 to 512 kbps
under field conditions
4 Protocol EPC Gen 2, ISO 18000-6C
5 Dimensions Maximum area occupied on the windshield shall be 50
(including the Sq. cm.
substrate/ backing) o
6 | Material Plastic substrate with printed antenna
7 Physical printing of | The Tag ID shall be physically printed on the Tag using the
Tag ID on the Tag Hexadecimal numbering system and shall be adequately
" clear for easy visual recognition
8 Tamper Proof RFID The tags shouki be RFID Tamper Proof Label specually
Label designed for tagging directly to a surface, such as Glass
(windshield) of an automobile. Any attempt to rip or tamper
- | the label (tag) shouid result in disabling the functionality of
the tags to ensure a unique one to one relationship
between the tag and the wvehicle thereby preventing
" | unauthorized tag removal and transfers. Such features of
the RFID label should result in following actions:-
1. Destroy or Damage the Antenna
2. Break the chip-antenna connection.
The mas.dfacturing process, construction of tags and
associated materials should ensure reliable tamper
indication even when sophisticated tamper methods of
Mechanical Aftack (e.g. Razor Blades, Knives etc.),
Chemical Attack (using Corrosives, Solvents etc.) and
Thermal Attacks are employed.
22 Environmental
Sr. | Parameter Particular
1 Relative Humidity 95% Condensing
2 | Operating Temperature -20°C to 80°C ambient
3 | Storage Temperature -40°C to 100°C ‘
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2.3 Installation

Sr. | Parameter | Particular

1 Location The RFID Tag shall be installed at a fixed location on the inside of
the Windshield of the vehicle. *

([ ]

Inctallation | The RFIN Tan chall haue a salf-adhasive hacking with which it can
mechanism | be fixed to inside of the windshield. The adhesive shall be such that

o [t allows reliable and accurate reading of the Tag by the
Transceiver located at a specified distance.

« The RFID chip and/ or the antenna get irreparably damaged when
an attempt is made to remove the installed Tag from the
windshield by any means. Detailed functionality is given in point
No. 8 of Para 2.1 of this document.

. The tamper proof attribute will be tested from accredited testing

organization before taking delivery

*location to be optimized for each class of vehicle during trials

24 Memory

Sr. | Parameters: | Particulars ' -

1 Tag Memory (minimum) Unique Tag ID — 64 bits, EPC memory — 240 bits

2 Data Retention 10 Years minimum with UV protection for normal
sunlight exposure and ambient temperature of 45
DegC

3. AVI PROCESSES

To ensure standardization as well as security in the system, vehicle identification
as well as Tag commissioning & initiation processes are also defined below.

3.1 Tag Commissioning . -

3.1.1 - Each Tag wil be '.rc-quired to have a non-changeable and unique Tag ID,
which must be read by the Transceiver at the point-of-sale.

3.1.2 At the time of commissioning, the p‘pint-of-sale module shall read the unique
Tag ID and allocate an EPC code & a randomly generated initiation code. It shall then
write the EPC code, Vehicle registration number, vehicle class code and the initiation
code in the EPC memory area using the software module provided. The Tag ID, EPC
code, Vehicle registration nuther, the vehicle class code and initiation code shall also
be stored in the central database.

3.2 Tag initiation

3.2.1 Tag initiation will be a process carried out during Tag commissioning or when the
original owner suspects a cloning of the Tag.
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3.2.2 In the first case, the Tag initiation software shall generate a random initiation
code, write in the Tag and store in the central database as mentioned in 4.1.2. Each
fime a Tag is read by the Transceiver for tag commissioning, a new initiation code will
be generated, written on the Tag and stored in the central database along with other

information.

3.2.3 In the second nace the Ty initiauun sonware shall generate a random initiation
code and read Tag ID, EPC code, vehicle registration number & vehicle class code from
the Tag mounted on the windshield. After due verification from the central database, the

_value of initiation code shall be updated on the Tag as well as on the central database.
Old initiation code and EPC code shall be marked for special handling for ‘catching’ the
clone as and when the cloned Tag comes into contact with Transceivers at the toll
gates.

4, Automatic Vehicle Idpntiﬁcation at Toll Point

4.1 ‘The communication sequence between the Transceiver and Tag shall
conform to ISO 18000-6C.

42 The Transceiver shall retrieve the Tag and EPC memory contents for those Tags
whose EPC code satisfies the mask stored in the Transceiver for a matching entry. The
EPC code shall be used fo index into the database from where the Tag ID, Vehicle
reglstratlon number, the Vehicle class code and the initiation code will be retrieved from
the database and verified against the corresponding values read from the Tag.

5. DATA FORMAT

5.1 Schematic

Client
Application Vehicle Class

Resides here Input from AVC |
i 1 -
S RFID

l ¥ Transceiver-I1
To/ From CCH =]
Database Camera controf
- & Image /
— Acquisition
. : Lane ' .
Toli Plaza Controller Vehicle
’ Direction
Server having throvat ETC
the Database Lame -
management
system
vet Traffic control T g
{(Entry barrier, . ‘ g -2
Traffic lights,

User fare Entry RFID
displays) ) Transceiver-I
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5.2 Data downloaded from Central Database into Data Management System (Toll
Plaza Server) and each lane controller
Sr. | Data Size and | No. of Values of | Remarks
format Data Parameter
to be stored in
{ the Data
.'.‘!a.-:;moﬂ*
System (Max.)
1 |[Tag ID (The Tag iD {20 Bytes per | 5,000,000 Written into the
on the Tag is only | vehicle Database during Tag
8 bytes long but - | commissioning
extra memory has '
been provided in
the database) ‘
12 [EPC Code 12 Bytes per | 5,000,000 Written into the |
vehicle ' ' Database during Tag
- . | commissioning
3 | Vehicle Reglstration 12 Bytes per | 5,000,000 Written into  the
number vehicle Database during Tag
, commissioning
4 | Vehicle Class code |2 Bytes per | 5,000,000 Written - into the
‘ vehicle Database during Tag
| commissioning
5 | Initiation code .14 Bytes per | 5,000,000 3 bytes random no. & 1
vehicle Byte checksum on Iltem
. nos.2t0 5.
6 | Tag Status 1 Byte per (5,000,000 -
(Vaiid, Exempt, | vehicle
Blacklisted)
The above data is downloaded from the central Data base at User-settable
time intervals varying between 15 min to 8 hours.
5.3 Toll Tariff tables downloaded from Central D:ztabase into Data Management

System (Toll Plaza Server) and each lane controller

5.3.1 This table contains the approved toll tariff records for the toll plaza. The toli tariff
can be based on vehicic class, lane type, time of day and shall be applicable from a
given start date only. The table will contain all the toll tariff records — the old, current and
future. Any discounting for local road users must be done by the clearing house. The
table is likely to be updated each time the toll tariff is revised (typically about once in 2
years).

Sr.

Data

Size and format

No. of Values of
Data Parameter

Remarks
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to be stored in
the Data
Management
System .
1 | Vehicle Class | 2 Bytes As many | -
Code required
2 |Llane Type 20 Bvtes Ae many ; Vaiid Values wiii De
required ‘Cash Lane’, ‘ETC
Lane’, ‘Premium
cash lane.
3 | Valid from Date | 20 Bytes As many [ Date of start of
- required applicability of toll
fare
4 |Time interval | 20.Bytes As many | Can be used for time
from required differential toll
charges ,
5 | Time Interval till | 20 Bytes As ‘many | Can be used for time
required differential ~ toll
- | charges
6 | Toll Amount 10 Bytes As many | -
' ' required

54 Transaction Data generated by client application for ETC vehicle

5.4.1 Transactions generated .(deséribed under section 2.2.g.lll in this document) by
the client application is transferred to the Central Clearing House database. Each

Transaction consists of the following items. Data Size are larger than what is required .

now and are designed to handle future expansion

+Sr..  [(Data— - - —-Data Size-[-Remarks
4 ~{Date - and Time |20 Bytes | Time stamp of the vehicle passmg through
~-.| Stamp the toll plaza i
2 .| Transaction 16 bytes | This field uniquely indentifies the
| identification transaction and comprises of (1)
‘ Transaction Serial number (8 bytes), Lane
Controller ID (2 bytes), Toll Plaza ID (3
- bytes) and Toll Operator ID (3 bytes).
3 Tag ID 20 Bytes | As read from the vehicle and verified
_ ‘ against the database
4 | EPC Code 12 Bytes | As read from the vehicle and verified
, against the database
5 Vehicle Registration | 12 Bytes | As read from the vehicle and verified
number against the database
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y Vehicle Class code

6 2Bytes |[As read from the venhicle and verified .
against the database
7 Initiation code 4Bytes |As read from the vehicle and verified
| against the database ' |

8 Tag Status 1 Byte As read from the toll plaza replica of the

(Valid, Exempt, CCH database

Blackiisied)
9 Toll Amount 10 Bytes | Non-Discounted. Any discount on this shall

" | be implemented by the Clearing house

10 Vehicle Image 100 kb JPEG format

5.4.2 Transactions shall be uploaded into the central Database at User settable time
intervals varying between 5 minutes to 8 Hours (Vehicle image need not be uploaded to
the Central database to minimize the network bandwidth).

54.3 The Data management system (Toll Plaza server) shall have the capacity to
store at least 280,000 such transactlons per lane.

5.5

Data in Central Database for ETC vehicle

5.5.1 Replica of this data (Item 1 to 6) shall be available at the toll plaza. The replica
shall be made for only valid Tags including those that are listed for special handling.

address, phone numbers, bank account
details, credit card details, balance details
(when paid, amount paid and current
balance), valid-upto details (when the
information is going to be not considered)

Sr. | Data Size and format
1 |Tag ID (The Tag ID on the Tag is only 8 | 20 Bytes
bytes long but extra memory has been
7 provided in the database)
2 | EPC Code 12 Bytes
13 | Vehicle Registration number | 12 Bytes
4 | Vehicle Class code 2 Bytes
|5 | Tag Status ) 1 Byte
(Valid, Exempt, Bla\.k-med) ‘ P
8 | Initiation code 4 Bytes - 2
7 | Tag Registration Date 20 Bytes “]
8 |Vehicle Owner details consisting of name, |a) Name - 90 Bytes (including

first, middie and Sumame) _
b) Contact details: Address — Free
format

Phone numbers (Landline and
Mobile telephone numbers) — 15
bytes each

E-mail address - Free format

d) Bank Account details:

Account No. — 12 Bytes

Bank Name — 10 Bytes

-
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Branch Name ~ 12 Bytes

{IFSC Code — 12 Bytes

) Credit Card Detaiis:

Credit card No — 16 Byles

Twe &7 Card (Visa/ Master
Card/...) - 11 Bytes

Issuing Bank - 10 Bytes

‘Valid up to' Date ~ 20 Bytes

f) Balance Details: .
Date paid - 20 Bytes, Amount paid
- 10 Bytes

Current balance — 10 bytes

g) ‘Valid up to’ Date — 20 Bytes
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