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	INTRODUCTION

	0.1
	The Government of India felt the need for a permanent agency to expedite the publication of standards and development of test facilities in parallel when the work on the preparation of the standards is going on, as the development of improved safety critical parts can be undertaken only after the publication of the standard and commissioning of test facilities. To this end, the Ministry of Surface Transport (MOST) has constituted a permanent Automotive Industry Standard Committee (AISC) vide order No.RT-11028/11/97-MVL dated September 15, 1997. The standards prepared by AISC will be approved by the permanent CMVR Technical Standing Committee (CTSC). After approval, the Automotive Research Association of India, (ARAI), Pune, being the Secretariat of the AIS Committee, has published this standard. For better dissemination of this information ARAI may publish this document on their website.

	0.2
	Protection of 4 wheeled vehicles from unauthorized use is a safety aspect. Uniform provisions are required to be established for approval of such devices as fitted on the 4-wheeler vehicles. Such devices, in the form of locks are already in use for quite some time.
Presently, in India Anti-theft provisions for four wheelers are addressed through AIS-075 (protection against unauthorized use for four wheeled vehicles) and                AIS-076 (Vehicle Alarm Systems (VAS) for M1 and N1 Category of Vehicles).


	0.3
	UN Regulation 116 got divided in to three separate UN Regulations 161 to 163, facilitating more clarity. In India it was decided to follow same approach. Accordingly, three new standards viz., AIS-210 (Unauthorized use M and N category Vehicles), AIS-211 (Immobilizer) and AIS-212 (Vehicle Alarm System) are prepared in line with UN Regulations UNR 161, UNR 162 and UNR 163 respectively. 

These revised standards provide technical clarity on applicability of test requirements and with individual standard for each subject felicitating interpretation of requirements. Also, test requirements are aligned with new generation Environmental and EMC standards.


	0.4
	The AISC panel and the Automotive Industry Standard Committee (AISC) responsible for preparation of this standard are given in Annex 10 and 11 respectively.
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Approval of Vehicles with regards to their protection against unauthorized use-four wheeled vehicles
	[bookmark: Annex_1_]1.0
	Scope

	
	This Standard applies to

	1.1.
	Approval of a vehicle of category M1 and N1 with regard to its devices to prevent unauthorized use as per Part I of this standard.

	1.2.
	The fitting of devices to vehicles of other categories is optional but any such device fitted is required to comply with all relevant provisions of this Standard.

	1.3.
	At the request of the manufacturer, the test agencies may grant approvals according to this Standard to vehicles of other categories and devices for fitment to such vehicles.

	1.4.
	This Standard does not apply to radio transmission frequencies, whether or not related to the protection of vehicles against unauthorized use.

	1.5.

	Motor vehicles of category M2, M3, N2 and N3 with regard to their protection against unauthorized use, if devices to prevent unauthorized use covered by this standard are fitted as per Part II of this standard.

	1.6

	At the request of the manufacturer, the test agencies may grant approval to the vehicles and devices for fitment of M2/M3/N2/N3 category of vehicles, which are complying with provisions of Part I of AIS 210.

	
	Note: Digital solutions which cannot be used to operate the “device to prevent unauthorized use” for the purpose of normal driving away of a vehicle under its own motive power are not covered under Digital Key requirements.

	
	Part I: APPROVAL OF MOTOR VEHICLE OF CATEGORY M1 AND N1 WITH REGARD TO ITS DEVICES TO PREVENT UNAUTHORIZED USE

	2.
	Definitions

	2.1.
	"Component" means a device subject to the requirements of this Standard and intended to be part of a vehicle, which may be type-approved independently of a vehicle where this Standard makes express provisions for so doing.

	2.2.
	"Separate technical unit" means a device subject to the requirements of this Standard and intended to be part of a vehicle, which may be type-approved separately, but only in relation to one or more specified types of vehicle where this Standard makes express provisions for so doing.

	2.3.
	"Manufacturer" as defined in clause 2.10 of AIS 017:2000

	2.4.
	"Vehicle type" means a category of motor vehicles which do not differ in such essential respects as:

	2.4.1.
	The manufacturer's type designation,

	2.4.2.
	The arrangement and design of the vehicle component or components on which the device to prevent unauthorized use acts,

	2.4.3.
	The type of device to prevent unauthorized use.

	2.5.
	"Device to prevent unauthorized use" means a locking system designed to prevent unauthorized normal activation of the engine or other source of main engine power of the vehicle in combination with at least one system which:
(a) locks the steering; or
(b) locks the transmission; or
(c) locks the gearshift control; or
(d) locks brakes.
	In the case of a system which locks brakes, deactivation of the device shall not automatically release the brakes contrary to the driver's intention.

	2.6.
	"Steering" means the steering control, the steering column and its accessory cladding, the steering shaft, the steering gearbox and all other components which directly affect the effectiveness of the device to prevent unauthorized use.

	2.7.
	"Combination" means one of the specifically developed and constructed variations of a locking system which, when properly activated, permits operation of the locking system.

	2.8.
	"Key" means any mechanical and/or electronic solution designed and constructed to provide a method of operating a locking system which is designed and constructed to be operated by that mechanical and/or electronic solution.

	2.9.
	"Rolling code" means an electronic code consisting of several elements the combination of which changes at random after each operation of the transmitting unit.

	2.10.
	"Primary user" is a user who is able to authorize digital keys. There can be more than one primary users.

	2.11.
	"Digital key" means a key designed to be transferred to multiple devices by the primary user(s) through dedicated processes. 

	2.12.
	"Close proximity" means a distance of less than 6 m


	3
	Application for approval

	3.1
	Application for CMVR type approval for a vehicle type in respect of the devices to prevent unauthorized use.

	3.1.1
	The application for CMVR type approval of a vehicle type with regard to its devices to prevent unauthorized use must be submitted by the vehicle manufacturer or by his duly authorized representative.

	3.1.2
	It must be accompanied by the documents containing the information specified in Annex 1 Part I.

	3.1.2.1
	A detailed description of the vehicle type with regard to the arrangement and design of the control or of the unit on which the protective device acts must be given.

	3.1.3
	A vehicle representative of the type to be approved must be submitted to the testing agency.

	3.1.4
	A vehicle not comprising all the components proper to the type may be accepted provided that it can be shown by the applicant to the satisfaction of the test agency that the absence of the components omitted has no effect on the results of the verifications, so far as the requirements of this standard are concerned.

	4.
	Approval 

	4.1.
	If the type submitted for approval to this Standard meets the requirements of this Standard, approval of that type shall be granted.

	5.
	Approval of a vehicle of category M1 and N1 with regard to its devices to prevent unauthorized use

	5.1.
	General specifications

	5.1.1.
	The device to prevent unauthorized use shall be so designed that it is necessary to put it out of action in order to enable:

	5.1.1.1.
	the engine to be started by means of the normal control, and

	5.1.1.2.
	the vehicle to be steered, driven or moved forward under its own power.

	5.1.1.3.
	The requirement of clause 5.1.1. can be achieved at the same time as or before to the actions described at clauses 5.1.1.1. and 5.1.1.2.

	5.1.2.
	The requirements of clause 5.1.1. shall be met by the application of a single key.

	5.1.3.
	Except in the case provided for in clause 5.2.1.5., a system operated with a key inserted in a lock shall not permit removal of the key before the device referred to in clause 5.1.1. has come into action or has been set to act.

	5.1.4.
	The device to prevent unauthorized use referred to in clause 5.1.1. above, and the vehicle components on which it operates, shall be so designed that it cannot rapidly and without attracting attention be opened, rendered ineffective or destroyed by, for example, the use of low-cost, easily concealed tools, equipment or fabrications readily available to the public at large.

	5.1.5.
	The device to prevent unauthorized use shall be fitted to the vehicle as an item of original equipment (i.e. equipment installed by the vehicle manufacturer prior to first retail sale). It shall be fitted in such a way that even after removal of its housing it cannot, when in the blocked condition, be dismantled other than with special tools. If it is possible to render the device to prevent unauthorized use ineffective by the removal of screws, those screws shall, unless they are of the non‑removable type, be covered by parts of the blocked protective device.

	5.1.6.
	Mechanical locking systems shall provide at least 1,000 different key combinations or a number equal to the total number of vehicles manufactured annually if less than 1,000. In vehicles of one type                     (i.e. models and variants using the same device) the frequency of occurrence of each combination shall be roughly one per 1,000.

	5.1.7.
	Electrical/electronic locking systems, e.g. remote control, shall have at least 50,000 variants and shall incorporate a rolling code and/or have a minimum scan time of ten days, e.g. a maximum of 5,000 variants per 24 hours for 50,000 variants minimum.

	5.1.8.
	Regarding the nature of the device to prevent the unauthorized use, clause 5.1.6. or 5.1.7., shall be applied.

	5.1.9.
	The key and lock shall not be visibly coded in the installed condition on the vehicle.

	5.1.10.
	The lock shall be so designed, constructed and fitted that turning of the lock cylinder, when in the locked position, with a torque of less than 2.45 Nm is not possible with any key other than the mating key, and

	5.1.10.1.
	For lock cylinders with pin tumblers no more than two identical tumblers operating in the same direction shall be positioned adjacent to each other, and in a lock there shall not be more than 60 per cent identical tumblers;

	5.1.10.2.
	For lock cylinders with disc tumblers no more than two identical tumblers operating in the same direction shall be positioned adjacent to each other, and in a lock there shall not be more than 50 per cent identical tumblers.

	5.1.11.
	Devices to prevent unauthorized use shall be such as to exclude any risk of accidental operating failure while the engine is running, particularly in the case of blockage likely to compromise safety.

	5.1.11.1.
	It shall not be possible to activate devices to prevent unauthorized use without first setting the engine controls to a stop condition and then performing an action which is not an uninterrupted continuation of stopping the engine or without first setting the engine controls to a stop condition and when the vehicle is stationary with the parking brake applied or the speed of the vehicle does not exceed 4 km/h.

	5.1.11.2.
	In the case of devices to prevent unauthorized use, if the action of key withdrawal activates the device it shall either necessitate a minimum movement of 2 mm before activation of the device or incorporate an override facility to prevent accidental removal or partial withdrawal of the key.

	5.1.11.3.
	Clauses 5.1.10., 5.1.10.1. or 5.1.10.2., and 5.1.11.2. are only applicable to devices which include mechanical keys.

	5.1.12.
	Power assistance may be used only to activate the locking and/or unlocking action of the device to prevent unauthorized use. The device shall be kept in its operating position by any suitable means which does not need a power supply.

	5.1.13.
	It shall not be possible to activate the motive power of the vehicle by normal means until the device to prevent unauthorized use has been deactivated.

	5.1.14.
	Devices to prevent unauthorized use by preventing release of the brakes of the vehicle shall only be permitted when the working parts of the brakes are held in a locked position by a purely mechanical device. In this case the prescriptions of clause 5.1.13. do not apply.

	5.1.15.
	If the device to prevent unauthorized use is equipped with a driver warning feature it shall be activated when the operator opens the driver's side door, unless the device has been activated and the key removed by the operator.

	5.1.16
	In addition, digital keys shall comply with the provisions of Annex 9.

	5.2.
	Particular specifications

	
	In addition to the general specifications prescribed in clause 5.1., the device to prevent unauthorized use shall meet the particular conditions prescribed below:

	5.2.1.
	Devices to prevent unauthorized use acting on the steering

	5.2.1.1.
	A device to prevent unauthorized use acting on the steering shall render the steering inoperative. Before the engine as a motive power can be started, the normal steering operation must be restored.

	5.2.1.2.
	When the device to prevent unauthorized use is set to act, it shall not be possible to prevent the device from functioning.

	5.2.1.3.
	The device to prevent unauthorized use shall continue to meet the requirements of clauses 5.1.11., 5.2.1.1., 5.2.1.2. and 5.2.1.4. after it has undergone 2,500 locking cycles in each direction of the wear producing test specified in Part 1 of Annex 4 to this Standard.

	5.2.1.4.
	The device to prevent unauthorized use shall, in its activated position, satisfy one of the following criteria:

	5.2.1.4.1.
	It shall be strong enough to withstand, without damage to the steering mechanism likely to compromise safety, the application of a torque of 300 Nm about the axis of the steering spindle in both directions under static conditions.

	5.2.1.4.2.
	It shall incorporate a mechanism designed to yield or slip, such that the system will withstand, either continuously or intermittently, the application of a torque of at least 100 Nm. The locking system shall still withstand the application of this torque after the test specified in Part 2 of Annex 4 to this Standard.

	5.2.1.4.3.
	It shall incorporate a mechanism designed to permit the steering wheel to rotate freely on the blocked steering spindle. The blocking mechanism shall be strong enough to withstand the application of a torque of 200 Nm about the axis of the steering spindle in both directions under static conditions.

	5.2.1.5.
	If the device to prevent unauthorized use is such that the key can be removed in a position other than the position in which the steering is inoperative, it shall be so designed that the manoeuvre required to reach that position and remove the key cannot be effected inadvertently.

	5.2.1.6.
	If a component fails such that the torque requirements specified in clauses 5.2.1.4.1., 5.2.1.4.2. and 5.2.1.4.3. cannot be easily applied, yet the steering system remains blocked, the system shall satisfy the requirements.

	5.2.2.
	Devices to prevent unauthorized use acting on the transmission or on brakes

	5.2.2.1.
	A device to prevent unauthorized use acting on the transmission shall prevent the rotation of the vehicle's driving wheels.

	5.2.2.2.
	A device to prevent unauthorized use by acting on brakes shall brake at least one wheel on each side of at least one axle.

	5.2.2.3.
	When the device to prevent unauthorized use is set to act, it shall not be possible to prevent the device from functioning.

	5.2.2.4.
	It shall not be possible for the transmission or brakes to be blocked inadvertently when the key is in the lock of the device to prevent unauthorized use, even if the device preventing starting of the engine has come into action or been set to act. This does not apply wherever the requirements of clause 5.2.2. of this Standard are met by devices used for another purpose in addition and the lock under the conditions above is necessary for this additional function (e.g. electrical parking brake).

	5.2.2.5.
	The device to prevent unauthorized use shall be so designed and constructed that it remains fully effective even after some degree of wear as a result of 2,500 locking cycles in each direction. In the case of a protective device acting on brakes, each mechanical or electrical sub-part of the device is concerned.

	5.2.2.6.
	If the device to prevent unauthorized use is such that the key can be removed in a position other than the position in which the transmission or brakes are locked, it shall be so designed that the manoeuvre required to reach that position and remove the key cannot be effected inadvertently.

	5.2.2.7.
	In the case when the protective device acting on the transmission is used, it shall be strong enough to withstand, without damage likely to compromise safety, the application in both directions and in static conditions of a torque 50 per cent greater than the maximum torque that can normally be applied to the transmission. In determining the level of this testing torque account shall be taken not of the maximum engine torque, but of the maximum torque that can be transmitted by the clutch or by the automatic transmission.

	5.2.2.8.
	In the case of a vehicle equipped with a protective device acting on brakes, the device shall be capable of holding the laden vehicle stationary on a 20 per cent up- or down-gradient. 

	5.2.2.9.
	In the case of a vehicle equipped with a protective device acting on brakes, the requirements of this Standard shall not be construed as a departure from the requirements of IS 11852 or AIS 151 or IS 15986 or AIS 150  even in the case of a failure.

	5.2.3.
	Devices to prevent unauthorized use acting on the gearshift control

	5.2.3.1.
	A device to prevent unauthorized use acting on the gearshift control shall be capable of preventing any change of gear.

	5.2.3.2.
	In the case of manual gearboxes, it shall be possible to lock the gearshift lever in reverse only; in addition locking in neutral shall be permitted.

	5.2.3.3.
	In the case of automatic gearboxes provided with a "parking" position it shall be possible to lock the mechanism in the parking position only; in addition, locking in neutral and/or reverse shall be permitted.

	5.2.3.4.
	In the case of automatic gearboxes not provided with a "parking" position it shall be possible to lock the mechanism in the following positions only: neutral and/or reverse.

	5.2.3.5.
	The device to prevent unauthorized use shall be so designed and constructed that it remains fully effective even after some degree of wear as a result of 2,500 locking cycles in each direction.

	5.3.
	Electromechanical and electronic devices to prevent unauthorized use shall comply with the requirements of clauses 5.1. and 5.2. and shall be submitted to the tests described in Annex 6,
Components that are not embedded in the vehicle (e.g. keys, which are used for activation/deactivation) need not to comply with the requirements described in Annex 6.
If the technology of the device is such that clause 5. and Annex 6 are not applicable it shall be verified that care has been taken to preserve safety of the vehicle. The functioning process of these devices shall incorporate secure means to prevent any risk of blocking or accidental malfunctioning which could compromise the safety of the vehicle

	6.
	Modification of the type and extension of approval

	6.1
	Every modification of the vehicle type shall be notified to the approving authority which approved the vehicle type. The approving authority will consider the factors given in Table 1, 2, 3, or 4, depending upon the type of protective device used, while selecting a vehicle to represent a range of variants for testing a vehicle for type approval as per requirements of this standard and for extension of type approval certificate for changes affecting the performance related to these requirements.

	6.2
	If the changes affect some of the requirements, checks/tests need to be done only for those requirements

	6.3
	No tests/ checks to be done if it is only a vehicle variant.

	
	TABLE 1
FOR PROTECTIVE DEVICES WHICH LOCK THE STEERING
	Sl No
	Parameter
	Change
	Tests/Checks to be carried out

	1
	Type of Steering column assembly
	Any Change
	Tests as per clause 5.2.1.4

	2
	Type of Protective Device
	Completely new device Material and/or properties of Bolt
	All requirements to be checked.
Tests as per clauses 5.2.1.3 and 5.2.1.4
Note: If the protective device is approved on any other model, only test as per clause 5.2.1.4 need to be done.







TABLE 2
FOR PROTECTIVE DEVICES WHICH LOCK THE TRANSMISSION 

	Sl No
	Parameter
	Change
	Tests/Checks to be carried out

	1
	Protective device
	Any change
	All requirements to be checked as per Clause 5.2.2



TABLE 3
FOR PROTECTIVE DEVICES WHICH LOCK THE GEAR SHIFT MECHANISM 

	Sl No
	Parameter
	Change
	Tests/Checks to be carried out

	1
	Location of Protective device
	Mounting Arrangement
	All requirements to be checked as per clause 5.2.3



TABLE 4
FOR ELECTROMECHANICAL AND ELECTRONIC PROTECTIVE DEVICES
	Sl No
	Parameter
	Change
	Tests/Checks to be carried out

	1
	Schematic/logic of Device
	Any Change
	Requirements to be checked as per clause 5.3 

	2
	Component(s) of device
	Any Change
	Requirements to be checked as per clause 5.3

	3
	Software
	Any Change
	Requirements to be checked as per clause 5.3








	PART II

APPROVAL  OF  MOTOR  VEHICLE  OF  CATEGORY  M2, M3, N2 AND N3 WITH REGARD TO ITS DEVICES TO PREVENT UNAUTHORIZED USE


	7.
	DEFINITIONS
For the purpose of Part II of this standard,


	7.1.
	"Approval of a vehicle" means the approval of a vehicle type with regard to its protection against unauthorized use


	7.2
	"Vehicle type" means a category of motor vehicles of categories M2, M3, N2 and N3, which do not differ in such essential respects as:


	7.2.1
	The manufacturer’s indications of the vehicle type;


	7.2.2
	The arrangement and design of the vehicle component or components on which the protective device acts,


	7.2.3
	The type of protective device


	7.3.
	"Protective device" means a system designed to prevent unauthorized normal activation of the engine or other source of main engine power of the vehicle in combination with at least one system which:
· locks the steering, or
· locks the transmission; or
· locks the gearshift control.


	7.4.
	"Steering" means the steering control, the steering column and its accessory cladding, the steering shaft, the steering gearbox and all other components which directly affect the effectiveness of the protective device


	7.5.
	"Combination" means one of the specifically planned and constructed variations of a locking system which, when properly activated, permits operation of the locking system.


	7.6
	"Key" means any device designed and constructed to provide a method of operating a locking system which is designed and constructed to be operated only by that device.


	8.
	APPLICATION FOR CMVR APPROVAL 

	8.1
	Application for CMVR type approval for a vehicle type in respect of the devices to prevent unauthorized use.

	8.1.1      
	The application for CMVR type  approval of a vehicle type with regard to its devices to prevent unauthorized use must be submitted by the vehicle manufacturer or by his duly authorized representative.


	8.1.2    
	It must be accompanied by the documents containing the information specified in Annex 1 Part II.

	8.1.2.1  
	Detailed  description  of  the  vehicle  type with regard to the arrangement and design of the control or of the unit on which the protective device acts. 

	8.1.3
	A vehicle representative of the type to be approved must be submitted to  the test agency.


	8.1.4
	A vehicle not comprising all the components proper to the type may be accepted provided that it can be shown by the applicant to the satisfaction of the test agency that the absence of the components omitted has no effect on the results of the verifications, so far as the requirements of this standard are concerned.


	9.
	GENERAL SPECIFICATIONS


	9.1
	The protective device shall be so designed that it is necessary to put it out of action in order to enable:


	9.1.1
	the engine to be started by means of the normal control; and


	9.1.2
	the vehicle to be steered, driven or moved forward under its own power.


	9.1.2.1
	The requirement of clause 9.1 can be achieved at the same time as or before the actions described in clauses 9.1.1 and 9.1.2.


	9.2
	The requirements of Clause 9.1 shall be met by the single application of one key.


	9.3
	Except in the case provided for in clause 10.1.5 a system operated with a key inserted in a lock shall not permit removal of the key before the protective device referred to in Clause 9.1 has come into action or has been set to act.


	9.4
	The protective device referred to in clause 9.1 above, and the vehicle components on which it operates, shall be so designed that it cannot rapidly and without attracting attention, be opened, rendered ineffective, or destroyed by, for example, the use of low cost, easily-concealed tools, equipment or fabrications readily available to the public at large.


	9.5
	The protective device shall be mounted on the vehicle as an item of original equipment (i.e. equipment installed by the vehicle manufacturer prior to first retail sale). It shall be fitted in such a way that even after removal of its housing it cannot, when in the blocked condition, be dismantled otherwise than with special tools. If it would be possible to render the protective device ineffective by the removal of screws, the screws shall, unless they are non-removable screws, be covered by parts of the blocked protective device.


	9.6  
	The key locking system shall provide at least 1,000 different key combinations or a number equal to the total number of vehicles manufactured annually if less than 1,000, in vehicles of one type (i.e. models and variants using the same device) the frequency of occurrence of each combination shall be roughly one per 1,000.


	9.7
	The key and lock shall not be visibly coded in the installed condition on the vehicle.


	9.8
	The lock shall be so designed, constructed and fitted that turning of the lock cylinder, when in the locked position, with a torque of less than 2.45 Nm is not possible with anything other than the mating key, and

	9.8.1  
	For lock  cylinders  with pin tumblers no more than two identical  tumblers    
operating in the same direction shall be positioned adjacent to each other, and in a lock there shall not be more than 60 % identical tumblers.


	9.8.2  
	For lock cylinders with disc tumblers no more than two identical tumblers   
operating in the same direction shall be positioned adjacent to each other, and in a lock there shall not be more than 50 % identical tumblers.


	9.9
	Protective devices shall be such as to exclude any risk, while the vehicle is in motion, of accidental blockage likely to compromise safety in particular.


	9.9.1
	It shall not be possible to activate devices to prevent unauthorized use without first setting the engine controls to a stop condition and then performing an action which is not uninterrupted continuation of stopping the engine or without first setting the engine controls to a stop condition when the vehicle is stationary with the parking brakes applied, or the speed of the vehicle does not exceed 4 km/h.


	9.9.2
	In the case of devices acting on the steering, transmission or gear shift  
control, if the action of key withdrawal activates the device, it shall either necessitate a minimum movement of 2 mm before activation of the device or incorporate an override facility to prevent accidental removal or partial withdrawal of the key.


	9.9.3
	Clauses 9.8, 9.8.1, 9.8.2 or 9.9.2 are only applicable to devices, which include mechanical keys.


	9.10
	Power assistance may be used only to activate the locking and/or unlocking action of the protective device. The device shall be kept in its operating position by mechanical means only.


	9.11
	It shall not be possible to activate the motive power of the vehicle by normal means until the protective device has been deactivated.


	9.12
	Protective devices preventing release of the brakes of the vehicle shall not be permitted.


	9.13
	If the protective system is equipped with a driver-warning feature it shall be activated, unless the protective device has been activated and any key removed by the operator, when the operator opens the driver's side door.


	10.
	PARTICULAR SPECIFICATIONS
In addition to the general specifications prescribed in clause 9, the protective device shall comply with the particular conditions prescribed below:


	10.1
	Protective devices acting on the steering


	10.1.1
	A protective device acting on the steering shall block the steering.


	10.1.2
	When the protective device is set to act, it shall not be possible to prevent the device from functioning.


	10.1.3
	The protective device must continue to meet clauses 9.9, 10.1.1, 10.1.2 and 10.1.4, after it has undergone 2,500 locking cycles in each direction of the wear producing test specified in Annex 4 Part 1.


	10.1.4
	The protective device shall, in its activated position, be strong enough to withstand, without damage to the steering mechanism likely to compromise safety, the application of a torque of 200 Nm about the axis of the steering shaft in both directions under static conditions.


	10.1.5
	If the protective device is such that the key can be removed in a position other than the position in which the steering is locked, it shall be so designed that the maneuver required to reach that position and removing the key cannot be effected inadvertently.


	10.2
	Protective devices acting on the transmission


	10.2.1
	A protective device acting on the transmission shall prevent the rotation of the vehicle’s driving wheels.


	10.2.2
	When the protective device is set to act, it shall not be possible to prevent the device from functioning.


	10.2.3
	It shall not be possible for the transmission to be blocked inadvertently   when the key is in the lock of the protective device, even if the device preventing starting of the engine has come into action or been set to act.


	10.2.4
	The protective device shall be so designed and constructed that it remains fully effective even after some degree of wear as a result of 2,500 locking cycles in each direction.


	10.2.5
	If the protective device is such that the key can be removed in a position other than the position in which the transmission is locked, it shall be so designed that the maneuver required to reach that position and remove the key cannot be effected inadvertently.


	10.2.6
	The protective device shall be strong enough to withstand, without damage likely to compromise safety, the application in both directions and in static conditions of a torque 50% greater than the maximum torque that can normally be applied to the transmission. In determining the level of this testing torque account shall be taken, not of the maximum engine torque, but of the maximum torque that can be transmitted by the clutch or by the automatic transmission.


	10.3
	Protective devices acting on the gearshift control


	10.3.1
	A protective device acting on the gearshift control shall be capable of   preventing any change of gear.


	10.3.2
	In the case of manual gearboxes it must be possible to lock the gearshift lever in reverse only; in addition locking in neutral shall be permitted.



	10.3.3
	In the case of automatic gearboxes provided with a "parking" position it must be possible to lock the mechanism in the parking position only; in addition locking in neutral and/ or reverse shall be permitted.


	10.3.4
	In the case of automatic gearboxes not provided with a "parking" position, it must be possible to lock the mechanism in the neutral and/or reverse positions only.


	10.3.5
		The protective device shall be so designed and constructed that it remains fully effective even after some degree of wear as a result of 2,500 locking cycles in each direction.


	11.
	MODIFICATION OF THE VEHICLE TYPE AND EXTENSION OF APPROVAL


	11.1
	Every modification of the vehicle type shall be notified to the approving authority which approved the vehicle type. The approving authority will consider the factors given in Table 1, 2, 3, or 4, depending upon the type of protective device used, while selecting a vehicle to represent a range of variants for testing a vehicle for type approval as per requirements of this standard and for extension of type approval certificate for changes affecting the performance related to these requirements.


	11.2
	If the changes affect some of the requirements, checks/tests need to be done only for those requirements.


	11.3
	No tests/ checks to be done if it is only a vehicle variant.


	
	TABLE 1

FOR  PROTECTIVE  DEVICES  WHICH  LOCK  THE  STEERING

	S.NO.
	PARAMETER
	CHANGE 
	TESTS/CHECKS TO BE CARRIED OUT


	1.
	Type of Steering column assembly 

	Any change
	Tests as per Clause 10.1.4

	2.
	Type of Protective device 
	Completely new device

Material and/or     properties of Bolt
	All requirements to be checked

Tests as per Clauses 10.1.3 and 10.1.4

Note:
If the protective device is approved on any other model, only test as per Clause 10.1.4 need to be done.




TABLE 2

FOR PROTECTIVE DEVICES WHICH LOCK THE  TRANSMISSION


	S.NO.
	PARAMETER
	CHANGE 
	TESTS/CHECKS TO BE CARRIED OUT


	1.
	Protective device 
	Any change
	All requirements to be checked as per Clause 10.2



TABLE 3

FOR  PROTECTIVE  DEVICES  WHICH  LOCK  THE  GEAR  SHIFT  MECHANISM

	S.NO.
	PARAMETER
	CHANGE 
	TESTS/CHECKS TO BE CARRIED OUT


	1.
	Location of Protective device 
	Mounting arrangement
	All requirements to be checked as per       Clause 10.3 





	12.
	Devices provided additionally (if fitted)


	12.1
	Approval under this Part II of the standard may be granted with respect to a protective device additionally equipped with an acoustic or visual warning device, or with respect to the optional fitting of supplementary devices to prevent the unauthorized use of the vehicle, provided that the supplementary devices require a separate means of activation; the test agency shall give separate approval.  


	12.2
	If the protective device is additionally equipped with an external acoustic and/or visual warning device, the signals emitted by the warning device shall be brief and shall end automatically after not more than 30 seconds; they shall recommence only if the device is actuated again. In addition,

	12.2.1
	if the signal is acoustic, it may be emitted by the audible warning device normally fitted to the vehicle;

	12.2.2
	if the signal is visual, either 


	12.2.2.1     
	it shall be produced solely by flashing of the vehicle's passing lights or 


	12.2.2.2     
	it shall comply with clauses 12.2.2.2.1 and 12.2.2.2.2 below:


	12.2.2.2.1   
	Duration of the optical signal: The optical signal shall have duration between 25 seconds and 5 minutes after the alarm has been activated. The unsetting of the alarm system shall immediately stop the signal.


	12.2.2.2.2
	Type of optical signal: The flashing of all direction indicators and/or passenger compartment light of the vehicle, including all lamps in the same electrical circuit.
Trigger frequency   2  ±  1 Hz
In relation to the audible signal, also asynchronous signals are allowed.
ON time = OFF time  ±  10%






	
	Annex 1 
Part I

	
	INFORMATION TO BE SUBMITTED FOR TYPE APPROVAL OF VEHICLE WITH REGARD TO ITS DEVICES TO PREVENT UNAUTHORIZED USE

	1
	Name of the Model(s)
	

	2
	Variant(s)
	

	3
	Vehicle category(s)
	

	4
	Name and address of vehicle manufacturer
	

	5
	Type of protective device(s) used
(refer clause 3.2):
	

	6
	Name and address of manufacturer of the
protective device
	

	7
	No. of combinations used in the protective
device
	

	8
	Description of the device or sketch showing
location, relevant dimensions of protective
device, material and physical properties of the
locking element of the device which engages
with the steering/ transmission/ gearshift (as the
case may be).
	

	9
	Explanation of the arrangement provided in
design to satisfy requirements of clauses
6.1- Any device specific information
6.2- Engine peak torque
 Max. torque transmitted by clutch/ automatic
transmission
6.3- Any device specific information
	





                              


Annex 1 
Part II
(See 8.1.2)
INFORMATION   TO BE SUBMITTED FOR TYPE APPROVAL OF
M2, N2, M3  AND  N3  WITH  REGARD  TO  ITS  DEVICES
TO  PREVENT  UNAUTHORIZED  USE

	S. No
	Parameter
	

	1
	Name of the Model(s)
	

	2
	Variant(s)
	

	3
	Vehicle category(s)
	

	4
	Name and address of vehicle manufacturer
	

	5
	Type of protective device(s) used                            (refer clause 10.3):
	

	6

	Name and address of manufacturer of the protective device
	

	7
	No. of combinations used in the protective device
	

	8
	Description of the device or sketch showing location, relevant dimensions of protective device, material and physical properties of the locking element of the device which engages with the steering/ transmission/ gearshift (as the case may be).
	

	9
	Explanation of the arrangement provided in design to satisfy requirements of clauses 
13.1- Any device specific information
13.2- Engine peak torque
     Max. torque transmitted by clutch/ automatic      transmission
13.3- Any device specific information
	

	10
	Devices provided additionally
(Ref. clause 12)
Acoustic or visual
If visual, duration and type of optical signal
	







	
	Annex 2

	
	Reserved



	
	Annex 3

	
	Reserved




	
	Annex 4 - Part 1

	
	Wear producing test procedure for devices to prevent unauthorized use acting on the steering

	1.0
	Test equipment: The test equipment shall consist of

	1.1.
	A fixture suitable for mounting the sample steering complete with the device to prevent unauthorized use attached, as defined in clause 2.5. of this Standard.

	1.2.
	A means for activating and deactivating the device to prevent unauthorized use which shall include the use of the key.

	1.3.
	A means for rotating the steering shaft relative to the device to prevent unauthorized use.

	2.
	Test method

	2.1.
	A sample of the steering complete with the device to prevent unauthorized use is attached to the fixture referred to in clause 1.1. above.

	2.2.
	One cycle of the test procedure shall consist of the following operations:

	2.2.1.
	Start position. The device to prevent unauthorized use shall be deactivated and the steering shaft shall be rotated to a position which prevents engagement of the device to prevent unauthorized use, unless it is of the type which permits locking in any position of the steering.

	2.2.2.
	Set to activate. The device to prevent unauthorized use shall be moved from the deactivated to the activated position, using the key.

	2.2.3. 
	Activated. The steering spindle shall be rotated such that the torque on it, at the instant of engagement of the device to prevent unauthorized use, shall be 40 Nm ± 2 Nm. In case of vehicles of categories M2, M3, N2 and N3 this torque shall be 5.8 ± 2 N.m. 

	2.2.4.
	Deactivated. The device to prevent unauthorized use shall be deactivated by the normal means, the torque being reduced to zero to facilitate disengagement.

	2.2.5.1
	Return. The steering spindle shall be rotated to a position which prevents engagement of the device to prevent unauthorized use.

	
	1 If the device to prevent unauthorized use permits locking in any position of the steering, the procedures described in clauses 2.2.3. and 2.2.5. shall be omitted.

	2.2.6.
	Opposite rotation. Repeat procedures described in clauses 2.2.2., 2.2.3., 2.2.4. and 2.2.5, but in the opposite direction of rotation of the steering spindle.

	2.2.7.
	The time interval between two successive engagements of the device shall be at least 10 seconds.

	2.3.
	The wear-producing cycle shall be repeated the number of times specified in clause 5.2.1.3. of this Standard.


	

	Annex 4 - Part 2

	
	Test procedure for devices to prevent unauthorized use acting on the steering using a torque limiting device

	1.0
	Test equipment
The test equipment shall consist of:

	1.1.
	A fixture suitable for holding the relevant parts of a steering system or, if the test is carried out on a complete vehicle, a jacking system capable of lifting all the steered wheels clear of the ground, and

	1.2.
	A device or devices capable of producing, and measuring, a torque applied to the steering control as prescribed in clause 2.3. The measurement precision shall be less than or equal to 2 per cent.

	2.
	Test procedure description

	2.1.
	If the test is carried out on a complete vehicle, the test shall be carried out with all the steered wheels of the vehicle held clear of the ground.

	2.2.
	The steering lock shall be activated such that the steering is blocked.

	2.3.
	A torque shall be applied to the steering control such that it rotates.

	2.4
	The test cycle includes a rotation of the steering control of 90° followed by a rotation in the opposite direction of 180°, and a new rotation of 90° in the original direction (see figure);
1 cycle =  +90° / -180° / +90° with a tolerance of ± 10 per cent.

	
	[image: ]

	2.5.
	A cycle duration is equal to 20 s ± 2 s.

	2.6.
	Five test cycles shall be carried out.

	2.7.
	During each of the test cycles the minimum recorded value of the torque shall be higher than that given in clause 5.2.1.4.2. of this Standard.




	
	ANNEX 5

	
	Reserved 
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	ANNEX 6

	
	Operation parameters and test conditions for devices to prevent unauthorized used (by mean of a locking system)

	1.0
	Operation parameters
The requirements below do not apply to:
(a)	Those components that are fitted and tested as part of the vehicle, whether or not a locking system is fitted (e.g. lamps, alarm system, immobilizer); or
(b)	Those components that have previously been tested as part of the vehicle and documentary evidence has been provided., or
(c)	Components that are not embedded in the vehicle, e.g. keys.
All components of the locking system shall operate without any failure under the following conditions

	1.1
	Climatic conditions
Two classes of environmental temperature are defined as follows:
(a)	-40 °C to +85 °C for parts to be fitted in the passenger or luggage compartment,
(b)	-40 °C to +125 °C for parts to be fitted in the engine compartment unless otherwise specified.

	1.2
	Degree of protection for installation
The following degrees of protection in accordance with IS/IEC 60529:2001 shall be provided:
(a)	IP 40 for parts to be fitted in the passenger compartment,
(b)	IP 42 for parts to be fitted in the passenger compartment of roadsters/convertibles and cars with moveable roof-panels if the installation location requires a higher degree of protection than IP 40,
(c)	IP 54 for all other parts.
The locking system manufacturer shall specify in the installation instructions any restrictions on the positioning of any part of the installation with respect to dust, water and temperature.

	1.3
	Weatherability
Seven days according to IS/ IEC 60068-2-30-2005 (test cycle of 12h+12h).

	1.4
	Electrical conditions
Rated supply voltage: 12 V
Operation supply voltage range: from 9 V to 15 V in the temperature range according to clause 1.1.
Time allowance for excess voltages at 23 °C: 
U = 18 V, max. 1 h
U = 24 V, max. 1 min.

	2.0
	Test conditions
All the tests shall be carried out in sequence on a single locking system.  However, at the discretion of the test authority, other samples may be used if this is not considered to affect the results of the other tests

	2.1
	Normal test conditions
Voltage U = (12 ± 0.2) V
Temperature	T = (23 ± 5)°C

	3.0
	Operation test
All components of the locking system shall comply with prescriptions given in clauses 3.2. to 3.9.

	3.1
	Upon completion of all the tests specified below, the locking system shall be tested under the normal test conditions specified in clause 2.1. to check that it continues to function normally. Where necessary, fuses may be replaced prior to the test.
If some of the tests required in each of these clauses prior to the operation tests are performed in series on a single locking system, the operation test may be carried out one time only after the chosen tests are completed instead of performing the operation tests required in the clauses after each of the chosen tests. Vehicle manufacturers and suppliers have to guarantee satisfactory results only on non-accumulated procedures.

	3.2
	Resistance to temperature and voltage changes
Compliance with the specifications defined under clause 3.1. shall also be checked under the following conditions:

	3.2.1
	Test temperature	T (-40 ± 2)°C
Test voltage		U = (9 ± 0.2) V
Storage duration	4 hours

	3.2.2
	For parts to be fitted in the passenger or luggage compartment:
Test temperature	T = (+85 ± 2)°C
Test voltage		U = (15 ± 0.2) V
Storage duration	4 hours

	3.2.3
	For parts to be fitted in the engine compartment unless otherwise specified:
Test temperature	T = (+125 ± 2)°C
Test voltage		U = (15 ± 0.2) V
Storage duration	4 hours

	3.2.4
	The locking system, in both set and unset state, shall be submitted to an excess voltage equal to (18 ± 0.2) V for 1 hour.

	3.2.5
	The locking system, in both set and unset state, shall be submitted to an excess voltage equal to (24 ± 0.2) V for 1 min.

	3.3
	Safe operation after foreign body and water-tightness testing
After the test for tightness to foreign body and water according to                           IS/IEC 60529:2001 for degrees of protection as in clause 1.1.2., the operation tests according to clause 3.1. shall be repeated.
With the agreement of the Test Agency this requirement need not apply in the following circumstances:
(a) Type Approval of a locking system which is to be type approved as a separate technical unit 
In this case, the manufacturer of the locking system shall: 
(i) Specify in [item 4.5.] of the information document ([Annex 1, Part 2]), that the requirement of this clause was not applied to the locking system (in accordance with clause 7. of this Standard), and
(ii) Specify in [item 4.1] of the information document, the list of vehicles to which the locking system is intended to be fitted and the relevant installation conditions in [item 4.2.]
(b) Type approval of a vehicle in respect of a locking system
In this case, the manufacturer shall specify in [item 3.1.3.1.1.] of the information document ([Annex 1a]), that the requirement of this clause does not apply to the locking system due to the nature of installation conditions and the vehicle manufacturer shall prove it by submitting related documents.
(c) Type approval of a vehicle in respect of the installation of a locking system which is type approved as a separate technical unit. 
In this case, the vehicle manufacturer shall specify in [item 3.1.3.1.1.] of the information document ([Annex 1a]), that the requirement of this clause does not apply to the installation of the locking system where the relevant installation conditions are met.
This requirement does not apply in cases where the information required in [item 3.1.3.1.1. of Annex 1a] has already been submitted for the approval of the separate technical unit.

	3.4
	Safe operation after condensed water test
After a resistance-to-humidity test to be carried out according IS / IEC  60068-2-30: 2005 the operation tests according to clause 3.1. shall be repeated

	3.5
	Test for safety against reversed polarity
The locking system and components thereof shall not be destroyed by reversed polarity up to 13 V during 2 min. After this test the operation tests according to clause 3.1. shall be repeated with fuses changed, if necessary.

	3.6
	Test for safety against short-circuits
All electrical connections of the locking system must be short-circuit proof against earth, max. 13 V and/or fused. After this test the operation tests according to clause 3.1. shall be repeated, with fuses changed if necessary.

	3.7
	Energy consumption in the set condition
The energy consumption in set condition under the conditions given in clause 2.1. shall not exceed 20 mA on average for the complete locking system including status display.
With the agreement of the Test agency this requirement need not apply in the following circumstances:
(a) Type Approval of a locking system which is to be type approved as a separate technical unit 
In this case, the manufacturer of the locking system shall: 
(i) Specify in [item 4.5.] of the information document ([Annex 1, Part 2]), that the requirement of this clause was not applied to the locking system (in accordance with clause 7. of this Standard), and
(ii) Specify in [item 4.1.] of the information document, the list of vehicles to which the locking system is intended to be fitted and the relevant installation conditions in [item 4.2.]
(b) Type approval of a vehicle in respect of a locking system 
In this case, the manufacturer shall specify in [item 3.1.3.1.1.] of the information document ([Annex 1a]), that the requirement of this clause does not apply to the locking system due to the nature of installation conditions and the vehicle manufacturer shall prove it by submitting related documents.
(c) Type approval of a vehicle in respect of the installation of a locking system which is type approved as a separate technical unit. 
In this case, the vehicle manufacturer shall specify in [item 3.1.3.1.1.] of the information document ([Annex 1a]), that the requirement of this clause does not apply to the installation of the locking system where the relevant installation conditions are met.
This requirement does not apply in cases where the information required in [item 3.1.3.1.1. of Annex 1a] has already been submitted for the approval of the separate technical unit.

	3.8
	Safe operation after vibration test

	3.8.1
	For this test, the components are subdivided into two types:
Type 1: components normally mounted on the vehicle,
Type 2: components intended for attachment to the engine.

	3.8.2
	The components/ locking system shall be submitted to a sinusoidal vibration mode whose characteristics are as follows:

	3.8.2.1
	For Type 1
The frequency shall be variable from 10 Hz to 500 Hz with a maximum amplitude of ± 5 mm and maximum acceleration of 3 g (0-peak).

	3.8.2.2
	For Type 2
The frequency shall be variable from 20 Hz to 300 Hz with a maximum amplitude of ± 2 mm and maximum acceleration of 15 g (0-peak).

	3.8.2.3
	For both type 1 and type 2
The frequency variation is 1 octave/min.
The number of cycles is 10, the test shall be performed along each of the 3 axes.
The vibrations are applied at low frequencies at a maximum constant amplitude and at a maximum constant acceleration at high frequencies.

	3.8.3.
	During the test the locking system shall be electrically connected and the cable shall be supported after 200 mm.

	3.8.4. 
	After the vibration test the operation tests according to clause 3.1. shall be repeated.

	3.9.
	Electromagnetic compatibility
The locking system shall be submitted to the tests described in Annex 7





	
	ANNEX 7

	
	Electromagnetic compatibility

	1.0
	Immunity against disturbances conducted along supply lines.
Tests shall be performed according to the technical prescriptions of                AIS-004 (Part 3) as amended from time to time  according to the test methods described in Annex 8 for an Electrical/Electronic Sub-Assembly (ESA).
The locking system shall be tested in unset state and in set state.

	2.0
	Immunity against radiated high frequency disturbances.
Testing of the immunity of a locking system in a vehicle may be performed according to the technical prescriptions  of AIS 004 (Part 3) as amended from time to time  and according to the test methods described in Annex 4  for the vehicles or Annex 7  for an Electrical/Electronic Sub-Assembly (ESA).
The locking system shall be tested with operating conditions and failure criteria as defined in table 1

	Table 1
	Test type
	Locking system operating conditions
	Failure criteria

	Vehicle test
	Locking system in unset state
Key ON or Vehicle at 50 km/h (1)
	Unexpected activation of the locking system

	
	Locking system in set state
Key OFF 
	Unexpected deactivation of the locking system

	
	Locking system in set state
Vehicle in charging mode (if applicable)
	Unexpected deactivation of the locking system

	ESA Test
	Locking system in unset state
	Unexpected activation of the locking system

	
	Locking system in set state
	Unexpected deactivation of the locking system

	(1) This test can be covered by the AIS-004 (Part 3), 50 km/h mode


Operating conditions and failure criteria for the locking system

	3.0
	Electrical disturbance from electrostatic discharges
Immunity against electrical disturbances shall be tested in accordance with ISO 10605-2008 + corrigendum:2010 + AMD1:2014 using the test severity levels from table 2.
ESD tests shall be performed either at vehicle level or at Electrical/Electronic Sub-Assembly (ESA) level

	Table 2
ESD Test levels

	Discharge type
	Discharge points
	Locking system state
	Discharge network
	Test Level
	Failure criteria

	
	
	
	
	
	

	Air discharge 
	Points that can easily be accessed only from the inside of the vehicle
	Locking system in unset state
(if test performed on vehicle then vehicle shall be Key ON or Vehicle at 50 km/h or engine in idle mode)
	330 pF, 2 kΩ
	± 6 kV
	Unexpected activation of the locking system

	
	Points that can easily be touched only from the outside of the vehicle
	Locking system in set state
(if test performed on vehicle then vehicle shall be locked and Key OFF) 
	150 pF, 2 kΩ
	± 15 kV
	Unexpected deactivation of the locking system without reactivation, within 1s, after each discharge

	Contact discharge
	Points that can easily be accessed only from the inside of the vehicle
	Locking system in unset state
(if test performed on vehicle then vehicle shall be Key ON or Vehicle at 50 km/h or engine in idle mode)
	330 pF, 2 kΩ
	± 4 kV
	Unexpected activation of the locking system

	
	Points that can easily be touched only from the outside of the vehicle
	Locking system in set state
(if test performed on vehicle then vehicle shall be locked and Key OFF) 
	150 pF, 2 kΩ
	± 8 kV
	Unexpected deactivation of the locking system without reactivation, within 1s, after each discharge

	Each test shall be performed with 3 discharges with a minimum of 5 s interval between each discharge




	4.0
	Radiated emissions
Tests shall be performed according to the technical prescriptions of                  AIS 004 (Part 3) as amended from time to time prescriptions and according to the test methods described in Annexes 2 and 3 for vehicles or Annexes 5  and 6, for an Electrical/Electronic Sub-Assembly (ESA).
The locking system shall be in set state.





	
	ANNEX 8

	
	Reserved 





	
	ANNEX 9

	
	Safety provisions for digital keys

	1.0
	General
The purpose of this annex is to specify the requirements for documentation and verification for digital keys used to operate the ‘device to prevent unauthorized use’ of the vehicle.

	2.0
	Definitions 

	2.1.
	"Authorization process" means any method to provide the digital key which can operate the ‘device to prevent unauthorized use’ of the vehicle. 

	2.2.
	"Revocation process" means any method to prevent the digital key to operate the ‘device to prevent unauthorized use’ of the vehicle.

	2.3.
	"Boundary of functional operation" defines the boundaries of the external physical limits (e.g. distance) within which the digital key is able to operate the ‘device to prevent unauthorized use’ of the vehicle.

	3.0
	Documentation
The vehicle manufacturer shall provide the following documentation for type approval:

	3.1.
	A description of the authorization process.

	3.2.
	A description of the revocation process. 

	3.3.
	A description of the boundary of functional operation.

	3.4.
	A description of the safety measures designed within the digital key revocation process to ensure safe operation of the vehicle.

	4.
	Requirements for Safe Operation 

	4.1.
	A digital key shall only be transferred to a device via the authorization process.

	4.2.
	There shall be a revocation process. 

	4.2.1
	Revocation of a digital key shall not result in an unsafe condition. 
A risk reduction analysis using functional safety standard such as ISO 26262 and safety of the intended functionality standard such as ISO/PAS 21448, which documents the risk to vehicle occupants caused by revocation of a digital key and documents the reduction of risk resulting from implementation of the identified risk mitigation functions or characteristics.

	4.2.2
	It shall be possible for the primary user(s) to identify the number of authorized registered digital keys.

	4.3
	Boundary of functional operation for the device to prevent unauthorized use:

	4.3.1
	Unlocking of the device to prevent unauthorized use shall require that an authorized registered digital key is detected in the interior of the vehicle, or in close proximity of the vehicle.

	4.3.2
	The requirements in clause 4.3.1. shall not apply during a remote control manoeuvring and remote control parking as defined in AIS-193.

	4.4
	Detailed information shall be contained in the owner's manual of the vehicle, or by any other communication means in the vehicle; as a minimum, this information shall include:
(a)	The method(s) for authorization of the digital key;
(b)	The method(s) for revocation of the digital key.

	5.0
	The effectiveness of the system shall not be adversely affected by cyber-attacks, cyber threats and vulnerabilities. The effectiveness of the security measures shall be demonstrated by compliance with AIS-189. Till the implementation of AIS-189 for complete vehicle level Cyber security requirements, vehicle manufacturer shall, at least comply with system level requirements for digital key system as per clause 5.1

	5.1
	The vehicle Manufacture shall identify threats associated with digital key operation and its external interfaces (like GSM, GPS, Bluetooth, RF, etc.). Proportionate mitigations shall be implemented to protect the vehicle type in which digital key is implemented. The vehicle manufacturer shall demonstrate that the processes used to ensure cyber security for Digital key is adequately considered, including risk and mitigations listed in Annex D of AIS-189 as applicable.

	6.0
	Verification
Verification of the functionality of the digital key shall be conducted with support of manufacturer's documentation as specified in clause 3.

	7.0
	Assessment Authority: The assessments under this Annex shall only be conducted by test agencies as specified in CMV Rule No 126.
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	Society of Indian Automobile Manufacturers (SIAM) Daimler India Commercial Veh. Pvt. Ltd.

	Mr. A P Akshay
	Society of Indian Automobile Manufacturers (SIAM) Mahindra & Mahindra Ltd.

	Ms. Pushpanjali Pathak
	Society of Indian Automobile Manufacturers (SIAM) Mahindra & Mahindra Ltd.

	Mr. Shailesh Kulkarni
	Society of Indian Automobile Manufacturers (SIAM) Mahindra & Mahindra Ltd.

	Mr. Gururaj Ravi
	Society of Indian Automobile Manufacturers (SIAM)  Maruti Suzuki India Ltd.

	Mr. Vivek Jain
	Society of Indian Automobile Manufacturers (SIAM)   Maruti Suzuki India Ltd.

	Mr. Arun Kumar
	Society of Indian Automobile Manufacturers (SIAM)     Maruti Suzuki India Ltd.

	Mr. Sumit Kumar
	Society of Indian Automobile Manufacturers (SIAM)  Maruti Suzuki India Ltd.

	Mr. Tarun Nagar
	Society of Indian Automobile Manufacturers (SIAM) Mercedes Benz India Pvt. Ltd.

	Mr. Ananthkrishnan Ramkumar
	Society of Indian Automobile Manufacturers (SIAM) Renault Nissan India Pvt. Ltd.

	Ms. Joshua Raj Mohan Pragalpha
	Society of Indian Automobile Manufacturers (SIAM) Renault Nissan India Pvt. Ltd.

	Mr. Nedunchezhian Sabarivasan
	Society of Indian Automobile Manufacturers (SIAM) Renault Nissan India Pvt. Ltd.

	Mr. Jebin Jowhar
	Society of Indian Automobile Manufacturers (SIAM) Renault Nissan India Pvt. Ltd.

	Mr. BAIG Ali-Akbar
	Society of Indian Automobile Manufacturers (SIAM) Renault Nissan India Pvt. Ltd.

	Mr. Makarand Brahme 
	Society of Indian Automobile Manufacturers (SIAM)             Skoda Auto Volkswagen Ind.Pvt. Ltd.

	Mr. Raj Raiwin
	Society of Indian Automobile Manufacturers (SIAM)             Skoda Auto Volkswagen Ind.Pvt. Ltd.

	Ms. Namrata Deb
	Society of Indian Automobile Manufacturers (SIAM)               Tata Motors Ltd.

	Ms. Shraddha Sudarshan Kulkarni
	Society of Indian Automobile Manufacturers (SIAM)              Tata Motors Ltd.

	Mr. Vivek Joshi
	Society of Indian Automobile Manufacturers (SIAM)                 Tata Motors Ltd.

	Mr. Anurag Bhuyan
	Society of Indian Automobile Manufacturers (SIAM) Tata Motors Ltd.

	Mr. Kiran T. N.
	Society of Indian Automobile Manufacturers (SIAM)                  Toyota Kirloskar Motor Pvt. Ltd.

	Mr. Vidyashekhar Hiremath
	Society of Indian Automobile Manufacturers (SIAM)      Toyota Kirloskar Motor Pvt. Ltd.

	Mr. Sanjay Tank
	Automotive Component Manufacturers Association (ACMA)

	Mr. Lokesh Mittal
	Automotive Component Manufacturers Association (ACMA) Denso International India Pvt. Ltd.

	Ms. Suganya Subburaj 
	Automotive Component Manufacturers Association (ACMA) Minda Group

	Mr. Ashutosh Telang
	Automotive Component Manufacturers Association (ACMA) Minda Group

	Mr. Shailesh Desai
	Automotive Component Manufacturers Association (ACMA) Minda Group

	Mr. Sriman Saii Prakash
	Valeo 




	
ANNEX 11
(See introduction)
COMMITTEE COMPOSITION* 
Automotive Industry Standards Committee



	
Chairperson
	

	Dr. Reji Mathai
	Director, The Automotive Research Association of India

	Members
	Representing

	Representative from
	Ministry of Road Transport and Highways                                       

	Representative from
	Ministry of Heavy Industries 

	Representative from
	Office of the Development Commissioner, MSME, Ministry of        Micro, Small and Medium Enterprises

	Shri Shrikant R. Marathe
	Former Chairman, AISC

	Head-TED
	Bureau of Indian Standards

	Director
	Central Institute of Road Transport

	Director
	Global Automotive Research Centre

	Director
	International Centre for Automotive Technology 

	Director
	Indian Institute of Petroleum

	Director
	National Automotive Test Tracks

	Director
	Vehicles Research and Development Establishment

	Director
	Indian Rubber Manufacturers Research Association 

	Representatives from
	Society of Indian Automobile Manufacturers 

	Representatives from
	Tractor and Mechanization Association 

	Representatives from
	Automotive Components Manufacturers Association of India

	Representative from
	Indian Construction Equipment Manufactures' Association 

	Member Secretary
	

	Shri Vikram Tandon
	The Automotive Research Association of India


*   At the time of approval of this Automotive Industry Standard (AIS)
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